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WEL COME

WelcometotheVi r gi ni a Wor ker sd Co mpVebkie application. Co mmi s s

The Commission created WebFile to provide its partners in the legal community with self-
service capabilities to view and manage case files and documents online.

This guide contains all the information and instructions needed to take full advantage of
the case-management functions in this web-based tool.

While the guide may be printed, it is recommended that the guide be utilized electronically
due to updates and revisions.

Questions regarding WebFile processes should be directed to the f i r \WMébKile Site
Administrator. Site Administrators should use the WebFile Support online tool at
http://www.workcomp.virginia.gov/webfile/webfile-support for issue resolution or direction
to the proper Commission resources.
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WebFBEEEURI TY

The WebFile system uses a variety of security protocols to help ensure that case
records remain confidential. A key component of this structure (which governs
access rights) is username and password.

USERNAME

All WebFile users will have individual usernames. The username cannot be changed after
the registration and activation process is complete.

PASSWORDS

All users are required to use a password along with the username. The initial password
will be set up by the Commission. The user will then set up a new password at the time
of registration.

Password Criteria

Must be at least 8 characters in length.

Must have at least one number.

Must have at least one letter.

Must contain one special character (i.e., @, #).

Password will expire every 90 days and will not be re-usable for 12 months.

<K<K

TIMEOUT FEATURE

The system has been set up with a 45-minute timeout feature. If there is no activity within
45 minutes, the user will receive a message notifying them that they need to extend the
session in WebFile to continue their session.

IMPORTANT

A Entering data is still viewed by the system as being idled users who take longer than 45 minutes
to submit data or to conduct other transactions will be automatically logged off of the system, and
all information not saved or submitted will be lost.
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Web FRDEE OVERVI EW

The WebFile system is set up with two levels of permissions.

Site Administrator

Primary point-of-contact between the Commission and his or

her own organization

Activate profiles

Manage all access requests from within own organization, and

agree not to grant access to non-employees

Add t o, deactivate and modify the f
Manage password resets

Communicate with the Commission to ensure current WebFile

access matches approvals granted by Site Administrator

Use the Commissionbdbs dedicated emai
webfile.support@workcomp.virginia.gov, as the means to send

guestions and comments related to WebFile

< <<<K< << <

Attorney User

V Access, view, and in somecas e S , modi fy Workersb
Compensation Claim records

V Has submitted contact information, including Bar number and
FEIN (Federal Employer Identification Number) to the
Commission

V Can note representation to at least one party on the claim

IMPORTANT

separate Site Administrator account if an attorney in the firm wishes to take on the Site
Administrator role.

A Attorneys may also have Site Administrator rights within WebFile. There is no need to create a
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DELEGATI ON OF AUTHORI TY

IMPORTANT
A Attorneys may share their passwords with legal secretaries (or other staff members) according to
the Commi ssionds policy, which is based upon the Ea

Attorneys may allow a secretary, paralegal, or other person in their office to use their login and
password to file documents on their behalf.

However, attorneys should remember that
1 Their login and password constitute their signature, regardless of whether they personally

use the login and password or delegate that authority to someone else.
1 They are responsible for safeguarding and protecting their login and password at all times.
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WebFACEESS AND REGI STRATI ON OVERVI

Below is a brief overview of the WebFile registration process.

Access to WebFile Law firms/attorneys must be
added to the Co i onbs
Steps on how to register database under their law firm

and activate a profile for before WebFile access can be

98 40
attorneys. granted.
Commission will A WebFile Attorney Registration Form
add the firm and must be completed and emailed to
attorneys as E webfile.support@workcomp.virginia.gov

necessary to its when a firm is requesting WebFile access

internal systems. or when a firm is adding a new attorney.

|

The Site Administrator
must then login to
WebFile and activate
the attorney account(s).

Attorney can now view,
note representation and
manage case files in

Commission will create a WebFile

Site Administrator account for the

firm, and email temporary login

credentials to the designated Site

Administrator.
Once an attorney account is
activated, the attorney will
receive an email with temporary

WebFile. credentials to login to WebFile.
A IMPORTANT

o Attorney User WebFile access is managed by thef i r més Sit e questions ni str at o1

regarding WebFile should be directedt o t heir firmés Site Administr

1-877-664-2566 or to webfile.support@workcomp.virginia.gov. WebFile access requests
should also be directed to this email address.

@ Site Administrators should direct questions regarding WebFile to the Commission at
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REQUESBTCESS

The Commission maintains a database of lawyers whor epr esent parties t
compensation claims in Virginia. The WebFile Attorney Reqistration Form must be
completed to ensure that all attorneys from a firm who may need WebFile access are
added to and maintained in the Commissionbds d

ATTORNEY REGISTRATION FORM

This form is located on the Virginia Workers6Compensation Commission website:

http://www.workcomp.virginia.gov/sites/default/files/forms/\WebFile-Attorney-
Reqistration.pdf

V Make sure that the form is filled out entirely.
V Information that is omitted will stall the registration process.
V A FEIN (Federal Employer Identification Number) is mandatory.

Submit the form to the below email address:

webfile.support@workcomp.virginia.gov

E CHECK EMAIL

When a law firm requests WebFile access, the Commission creates a Site Administrator account for the

firm. The Site Administrator will receive temporary login credentials via email and then may log in to register

their account with the Commission. Once registered, the Site Administratormustact i vat e t he fir mds
accounts within WebFile.
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@0 ACT!I VATE AT NERWEUSER

This section covers the procedures Site Administrators will use to activate an
Attorney User. The Site Administrator must complete steps 1 - 9 and the Attorney
User will need to complete steps 10 - 21.

@ BEFORE YOU GET STARTED

V The Site Administrator must complete the registration process and be set up by the
Commission.

V The prospect i v einfoAmatioo mustbeg subhsttedaddshoused in the
Commissi ondés mabateer dat a

STEPS TO COMPLETE @

1. Go to the WebFile website at:

http://webfile.workcomp.virginia.gov.

WebFile Login Interface

=} 1 @ Foroot

@ Supported Browsers

@ Helo/ About
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Enter Username and Password
Click the i L o gouttond

wn

8 WebFile Login

amame

typeyourusernamehere 2]

Password

+ Create Claimant Account

2 Forgot Username
| @ Forgot Password/Unlock Account
| & supported Browsers

@ Help/ About

4. Click the menu dropdown ( = ) in the top right and select AJser Administration.o

a =

| N\ '7
2. Manage Profile
B File Claim for Benefits
(] Y Getting Started
- View Site Admins
User Administration
= Hearings and Mediations .
Scheduled for disputes - Site Administrators
JC Date of Injury Claimant Las
VA00198151100 (_TEST_PETERS, JOHN) Help / About
%us T_PETERS, JOHN VA05235390133 0312612020 JOHN _TEST_PETERS o P
v
Test) | Evidentia ) . 9 Logout
VA02000010912 0512212018 QAYIFIVMIWYFQR JRHNSTIAMBJS &= 9
APYPITEURUDUTA
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5. Click iNewoto add a user.

A Commonwealth of Virginia Website

VIRGINIA WORKERS' COMPENSATION COMMISSION

A > User Administration chris.holmes0204@gmail.com

<) User Management

Login

Jser Status g

Last Name A Status
L

6. Click Attorney Lookup (the dropdown menu will display all users associated with
the law firm) and then select a name.*

A User Management

Select Attorney for New Account

Tina Gates (Bar ID: 2011-121411b)
Meghana Attorney (Bar ID: 777888999)

Tom Blue (Bar ID: 2011-121411a) Address

*If you are both the Site Administrator and an Attorney User (e.g., you are a sole
proprietor), select your own record from the list of available attorneys.
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7. Enter the Attorney User& emaili n t he A Conf i r m/ Updd asteec t Atotno r
8. Click the fiSave Userobutton.

Confirm/Update Attorney Details

Attorney Address
Email Address 1
enteremailhere@gmail.com| 6010 Parham Road
Tina Gates City
Henrico
Virginia
Zip Code
23228
United States

Current User

9. An email with the Attorney Userd semporary password will be generated and sent
to the attorney email address.

IMPORTANT

Temporary password emails may show up in a spam/junk folder. Email security settings and
contact lists may need to be adjusted to allow future emails. Please consult your Internet Service
Provider (ISP) with any questions pertaining to these settings.

TRANSITION

At this point,the Si t e Ad mi ninvelNementirothispcess is complete.
The Attorney User will need to complete the remaining steps.

10.  New Attorney User will need to access the WebFile website at:

http://webfile.workcomp.virginia.gov/
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11. Enter the Username (email address) and Password provided to you from
webfile.support@workcomp.virginia.gov.

12. Clickthe i L o gouttoro

8 WebFile Login

Usemname

typeyouremailaddresshere@gmail.com 2]

<+ Create Claimant Account

1 & Forgot Username
6 Forgot Password/Unlock Account

@ Supported Browsers

@ Help/ About

13. Create a Username.
14.  Create a new password and confirm.

Register webfilelawyer55@gmail.com

* required field

Pick a username
A username must be between § and 50 characters. It may contain letters, numbers, &, +, _ . .

Usemame %
katepeotwo@gmail.com

Create a password
Minimum & characters. At least one number, one digit and one special character. No spaces.

Current Password %

asssssns

New Password %

Confirm New Password %
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15.  Select and answer three security questions. These questions will assist you in case
you are ever locked out of the system or forget your password. Answers are case
sensitive.

16 Review the Terms and Conditions by <clickin
in the bottom left hand corner.

17.  After reviewing, check the box to accept the Terms and Conditions.

18. CI1 i 8 & v @ oomplete your registration.

Security Questions

These questions will be used to recover your account.

Security Question #1 % -
Your answer %

Security Question #2 % -
Your answer %

Security Question #3 % -
Your answer %

D | accept the following Terms and Conditions

19. Confirmation message verifying your successful registration is displayed.
200 Click the AOKO button.
21. Log back in to WebFile with the new Username and permanent password.

ACTIVATE OWN ATTORNEY ACCOUNT

STEPS TO COMPLETE

1. Go to the WebFile website at:

http://webfile.workcomp.virginia.gov.
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abhwbd

6.

7.

Enter Username and Password

Click the i L o gouttond

Click the menu dropdown in the top
CliVidwAi® to add a user

A Commonwealth of Virginia Website

VIRGINIA WORKERS' COMPENSATION COMMISSION

A > User Administration chris.holmes0204@gmail.com

) User:;M_zi?:agir%nent

View All

Next to your account, click the edit icon ( /7 ) on the right of the screen.

n User Management

T
1%
4

Login Last Name

webfilelawfirm@gmail com Lawfirm Admin Law Firm Current User N Y Y Y ,‘
kesler@gmail.com Martha Stewart LawFim2 Law Firm Current User N N Y Y ,‘
lawfm5@iflection.com Jon Stewart Law Firm Current User N N N N ,‘
lawfmé@iflection.com Ed Heims Law Firm Current User N N N N ,‘

Click Attorney Lookup and then select your account.
Click the ASave Usero button.
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ACCESS AN EXI STI NG ATTORNEY USEI

This section covers the procedure for searching for an existing Attorney User in
your law firmdé s u s eThis is a sseful way to audit who has access, and modify
an existing userodés profile or reset a passwor

@ BEFORE YOU GET STARTED

V Set up as a Site Administrator by the Commission.
V Finished Registration process.
V Created an Attorney User profile.

STEPS TO COMPLETE

1. Log in to WebFile.

2. Clickthemenudr opdown in the top right 6oand sel ec:
3. Enter either a Username Login or a Last Name.

4. Click on the fiSearcho button.

VIRGINIA WORKERS' COMPENSATION COMMISSION Y=

s>’ A > User Administration chris holmes0204@gmail.com
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Search Results:

A Commonwealth of Virginia Website

VIRGINIA WORKERS' COMPENSATION COMMISSION Yy —

47700 co‘w A > User Administration chris.holmes0204@gmail.com

\ User Management

attorney Last Name User Status v

Search View All m

attorney@turbosnail.com turbo snail Law Firm CurrentUser N N N Y ,‘

lawattomeyvalid Fred Drake Law Firm CurrentUser N N Y N /‘

5. Enter new informationorcl i ck t he fASear chothelexistngon i f che
search are needed.

QUICK TIPS

Selecting AView AlIl 6 from the search screen provide
@ organization. You can use this to see the status of current users, such as whether or not they

have registered and if their account has been locked. This should be your first step to determine if

a userb6s account has been | ocked.
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DEACTI

This section covers the procedures for deactivating access for an Attorney User.

N =

IMPORTANT

An Attorney User should be deactivated if the user is no longer eligible to view claims or is no longer
employed by (or associated with) the firm. If a user violates the Terms and Conditions, the

Commission has the right to deactivate their access.

Removing an Attorney from a profile does not remove them from a case, it just blocks WebFile
access. You will need to file a Motion to Substitute Counsel or Withdraw as appropriate. You many

file a Motion to Substitute through WebFile.

BEFORE YOU GET STARTED

V Set up as a Site Administrator by the Commission.

V  Finished Registration process.
V Created an Attorney User profile.

STEPS TO COMPLETE

Access pmwBleer 6s

Navigate to the right side ofthes cr een and
CurrentUser N Y: ¥ ¥ /‘
CurrentUser N N ¥ Y ,‘
CurrentUser N N N N /‘

t

he
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3. Clickt h Beadtivate Accountd buunder t he AConfirm/ Updat e
Detail sO section

Confirm/Update Attorney Details

Attorney Address

webﬁlelav.ﬁrm@gmaiI.com 1419 W Main St
Name Address 2
Lawfirm Admin

Richmond

Virginia
Zip Code

23220-4629

United States

Current User

Reset Password Deactivate Account : > € Back

4, A confirmation message will be displayed.

User webfilelawfirn@gmail.com's account

: undo
Deactivated.

QUICK TIPS

Reactivate deactivatedpr of i | es by ¢ | i ¢ Kccourgd tbhuet tfioRreeact i vat e
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° CHANGE PASSWORD

This section covers changing a password after a profile has been created.

@ BEFORE YOU GET STARTED
Remember the WebFile Password Criteria:

Must be at least 8 characters in length.

Must have at least one number.

Must have at least one letter.

Must contain one special character (i.e., @, #).

Passwords will expire every 90 days and will not be re-usable for 12 months.

<K<K

STEPS TO COMPLETE

1 Clickthe menudropdown (=)i n t he top rMamageankr cfeilleet o
2 Go t oChangePagswordd secti on.

3. Enter the current profile password.

4 Enter and confirm the new password.

5 Cl i ck t hdastwdrgad altuet t on.

a8 Change Password _
.......... N
........ ’ ®
........ &
6. A confirmation message will appear.

! Your password has been changed. l

If you have any questions, contact the Commission at 1-877-664-2566 or
webfile.support@workcomp.virginia.gov.
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° PASSWORD RESET

This section covers how to reset a password. There are two methods that can be
used in WebFile. One is for the user to reset a forgotten password and the other is
for the Site Administrator to reset a forgotten password.

RESET A FORGOTTEN PASSWORD

STEPS TO COMPLETE

On the log in screen, you have the option to request a new password.

1. Click frorgot Password/Unlock Account.o

& WebFile Login |

|I Usemame 0 |

Password

<+ Create Claimant Account

2. Forgot Userame

ﬁ Forgot Password/Unlock Account

@ Supported Browsers

@ Help/ About
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2. Enter your username and clickt h Blextd butt on

@ Forgot Password

o Account info

Enter your username

This field is required

3. Answer the three security questions from initial registration and click t h &lextd
button. Answers are case sensitive.

4. A confirmation message will appear and an email will be sent.

5. Retrieve the email from noreply@workcomp.virginia.gov containing the new,
temporary password. This password will expire in 5 days. The email could also
be in a spam or junk folder.

6. After logging in with your username and temporary password, you will be required
to create a new permanent password and set up three new security questions.

If you cannot remember the answers to your security questions, contact the Commission
at 1-877-664-2566 or please visit http://www.workcomp.virginia.gov/webfile/webfile-
support-request and complete a WebFile Support Request.
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